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What are basic safeguards?

Fundamental cyber hygiene practices and principles

Safeguards, in general, are protective measures prescribed to meet security requirements (e.g.,
confidentiality, availability, integrity). Safeguards include security features, management constraints,
personnel security and physical security.

Northwestern has standardized on 17 minimum safeguards that align to foundational practices described in
federal regulations and contracts. These safeguards cover access control, identification and authentication,
media protection, physical protection, systems/communication protection, and system/information integrity.

These safeguards apply to ALL systems, processes, and personnel that store, process, or transmit federally
supported research data.



Control Requirements vs Controls

Control requirements tell us what to do,
but they do not do a great job of telling us
how to do it.

Controls are step-by-step procedures
applied to address risk



Control Requirements

*Not included in current implementation guidance for NSPM-33 and apply to "servers" and not endpoints at NU




What does that mean?

These are easier to do if systems are owned and managed by Northwestern




Questions?

Brandon Grill Paul Hinds
Senior Director, Information Security Security and Privacy Advisor
bgrill@northwestern.edu paul.hinds@northwestern.edu
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